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Abstract

We prove estimates on character sums on the subset of points of an elliptic curve
over Fg» with z-coordinate of the form « + t where ¢ € [, varies and fixed « is such that
Fgn = Fq(a). We deduce that, for a suitable choice of «, this subset has a point of maximal
order in E(Fqn). This provides a deterministic algorithm for finding a point of maximal

order which for a very wide class of finite fields is faster than other available algorithms.

1. Introduction

As usual, for a prime power ¢ we use I, to denote the finite field of ¢
elements. We study elliptic curves over extensions Fyn of F,,.

Let E be an elliptic curve given by an affine Weierstrafl equation

y? =23 +ax® +br 4 c

with some a,b,c € Fyn where ¢ is assumed odd. We recall that the set of
all points on F forms an abelian group with the “point at infinity” O as the
neutral element (see [27] for background). Denoting by E(Fgn) the set of
[F n-rational points on F, we have

#E(Fgn) = Z/M x 7) L
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for for unique integers M and L with L | M and #E(Fg) = ML. The
number M is called the exponent of E(Fyn). Points P € E(Fgn) of order M
are called points of mazimum order.

We recall, that the celebrated work of Schoof [23] provides an algorithm
that computes #FE(Fgn) in deterministic polynomial time, see also [1] for
more recent improvements (both theoretic and practical). Computing the
group structure, that is, the numbers, M and L has also been considered in
the literature and has turned out to be more difficult. In particular, a prob-
abilistic algorithm of Miller [19] runs in expected polynomial time plus the
time needed to factor gcd(#E(Fy),q — 1), see also [4]. Furthermore, Fried-
lander, Pomerance and Shparlinski |12] have shown that for a sufficiently
large prime p and for almost all elliptic curves E over I, the factorisation
part of the algorithm is in fact less time consuming than the rest of the com-
putation (since ged(#E(F,),q — 1) tends to be rather small). On the other
hand, in some case this greatest common divisor is large and is difficult to
factor.

The deterministic algorithm of |[17] computes the group structure of any
elliptic curve over F, (and in fact produces two generators of the group
of points) in exponential time O(g'/?t°()) which is too slow for practical
applications.

Here we show that, for high degree extensions F,» of finite fields Fy,
one can design a deterministic polynomial time algorithm, which generates
a small set G of points on E(Fy») such that at least one point P € G is of
maximum order. We remark that this is an elliptic curve analogue of the
results of |7, 124, 125] (see also [26, Theorem 8]).

The idea is to show that if Fyn = Fy(a) for some root « of an irreducible
polynomial of degree n over F,, then one can find a point P € E(Fgn) of
maximum order with z(P) = « + t for some t € F,, where as usual, we
write every point P # O on E as P = (z(P),y(P)). In turn, this result
is based on a new estimate of character sums over points P of an elliptic
curve with x coordinates of the form z(P) = « + t. These estimates are
analogues of those of Carlitz [5] and Katz |16]. We note that if a finite field
I, is of the form r = ¢"™ with appropriate ¢ and n, then the above argument
immediately gives an explicit construction of a small set of points on E(TF,)
which contains a point of an appropriate order. In the case that r is not of a
suitable form (and thus F, does not have a desired subfield), we use the same
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approach as in [25]. More precisely, we first build an extension F,m which
has a necessary subfield, apply our construction construction to E(F,n) and

then use the trace map to come back to points on E(F,).

The setup is similar to Frey’s Weil descent attack on the discrete log-
arithm problem on elliptic curves and related work on the index calculus
on semi-abelian varieties, (see [2, 8,19, [10, [13, [15] and references therein).
Namely, there they consider a curve inside an abelian variety and use the
set of rational points of the curve as a factor base for the index calculus
algorithm. In initial works on this problem it simply has been assumed that
the factor base generated the group or at least its reasonable “massive” sub-
group (which is also quite enough for the index calculus applications). The
first rigorous proof that this is so for curves embedded in their Jacobians,
under suitable conditions, has been given in [29] and then reproved in [15]
(see also [20, Theorem 4]). We also prove this in our setup, but we are actu-
ally proving a much stronger statement. Namely, when the group is cyclic,
we prove that a single point from the curve is a generator (rather than just
that the points on the curve is a generating set) and, in general, that there
is a point on the curve with maximal order on the group. Our approach to
prove this is based on bounds for character sums, which is a classical idea in
number theory that dates back to Vinogradov 28], (see also |21, Chapter 2]

for an outline of several related results).

Throughout the paper, the implied constants in the symbols ‘O’, and ‘<’
are absolute (we recall that the notation U < V is equivalent to U = O(V)).

2. Character Sum Bound

Denote by Ry, /p, the Weil restriction of scalars functor (see, for ex-
ample, [11]) which, for a variety X/Fgn, gives a variety Rp_,/r,(X) over
Fq. The choice of a basis for Fyn/F, defines an isomorphism of varieties
defined over Fy, between Ry, /r, (A1) (where the affine line A! is viewed as

one-dimensional variety over Fyn) and A" over [F,.

Let « be such that Fgn = Fy(a). The basis 1,a,...,a""! then gives
us an isomorphism as above and we consider the map of varieties over [,
Al — Ry . /7, (A1) given by t +— o +t.
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This map, ¢ — « + t extends to a map of projective varieties over [Fy:
1 1
Yo : P! = Ry, (P))

where Py is a projective line over F,». We remark that, over Fg», we have
. . 1\ ~ (Pl
the isomorphism Ry, /5, (P*) = (P*)".

We denote A = Ry _,/r,(E) and let 7 : A — Ry, /F, (P) be the map,
defined over F,, induced by = : E — P! Let also C,, C A be the curve

Co = 7 (¢a(PY)). (1)

The curve C, is defined over F,. Over Fyn the cover C, — P! is given by
the system of equations

y?zhi(t), i:1,...,n,
where
hi(T) = (T + a¥)® + (T + aD)? 4 6T + o) 4 &) € Fu[T], (2)

and we denote by 49, i = 1,...,n, the conjugates of v € Fyn over Fy, that
is, 7) = 4. We also use A(F,) and C,,(F,) to denote the set of F,-rational
points on A and C,, respectively.

Theorem 1. If the polynomials hy,..., hy, given by [2) are pairwise rela-
tively prime then, for any non-trivial character x of A(F,), we have

Z x(P) < n2"q*/?.
PeCy(Fq)

Proof. 1If hy,...,h, are pairwise relatively prime, then the cover C, —
P! has geometric Galois group (Z/2)", as the polynomials hy,...,h, are
independent modulo squares. It follows that C, is absolutely irreducible
under these conditions. Furthermore, the zeros of each h; and the point at
infinity have 2”1 pre-images in C,, all with ramification index 2. We check
this at infinity, the other cases are similar and easier. On the curve given by
y% = hi(t), the function u = t/y; is a local parameter at the unique point
at infinity and ¢ = w=2 4 ... there. So infinity is ramified with ramification
index 2 on the cover of this curve to P!. For each of 2"~! choices of sign,
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there is a solution to y? = h(t), i« > 1, in power series in u of the form
y; = +u~3 + ..., which give the 2”1 pre-images of infinity in C,. It follows
from the Hurwitz formula that the genus of (the normalization of) C, is
21 (3n — 1) + 1.

If we prove that x induces a non-trivial character on the divisor class
group of C, with trivial conductor, the bound on the theorem follows from
this and the Weil bound (see, for example, [17]).

Let J be the Jacobian of (the normalization of) C,. The inclusion
Cq — Ainduces f, : JJ — A, f*: A— J with foo f*=1[2""'] on A (see |],
Theorem 1]). If x has odd order, it automatically follows from this that

X © f« is non-trivial.

We show that our condition on y is satisfied if ¢*/2 > n2". Note that
the bound in the theorem is trivial otherwise. To handle the case of general
X, it is enough to consider the case of characters of order two. As A(F,) ~
E(Fg4n), the set of characters of order two has zero, one or three elements
and corresponds to maps E(Fgn) — Fiu /(Fin)?, (2,y) = (2 — 8) mod(F}n)?,
where 3 is a root of 23 4+ az? + bx + ¢ in Fyn.

It is enough to show that there exists ¢t € F, with ¢t +a — 8 not a square
in Fy» and such that ¢ + « lifts to a point P in C,, since we have x(P) # 1

by construction. We must show that the cover of C\, given by the additional

equation y? = k(t) has an affine point with y # 0, where

n—1 )
ki) =c [+ (a-p)7)
1=0

and c is not a square in F,. The condition that the h; are pairwise relatively
prime implies that k(¢) has distinct roots and this cover is an unramified
double cover of C,. Thus it has genus O(n2™), so a point as required exists
by the Weil bound if ¢*/2 > n2". As noted above, this suffices. O

Remark 2. The curve C, is not always absolutely irreducible. Here is an

example

q=n=3, E:y?=2%—z, a’—a=-—1.

Then hy = he and C,(F3) = {O}, so some condition on « is needed.
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Using an elliptic curve of the same equation but now g =n=p > 3, p
prime, o —a = ¢, where c is a non-square in IF),, we get an example where C,
is absolutely irreducible and, yet, we still have Cy(F,) = {O}. The reason
this time is that Normg , /g, ((t + )} —(t+a))=c teF, so E(Fp) has
no point with z-coordinate t + a,t € ).

3. Construction

We always assume that we are given an element ¥ € Fyn with Fy(9) =
Fyn.
q

Theorem 3. For any € > 0, sufficiently large prime power q, and integer n

< ( (1) )

and any set R C F, of size #R = 9n+1 there is r € R such that for a = rv
there is P € Co(Fy) of mazimum order as an element of A(Fy).

Proof. For a € Fyn we denote by N the number of points P € C(FFy) of
maximum order M as an element of A(FF;). Furthermore, for d | M, we also
use L, q to denote the number of points of order dividing M /d.

Then, using the inclusion-exclusion principle, we see that for any integer
k > 1, the following inequality holds:

2k+1
N = #Ca(F) + Y D pld) L. (3)
v=1 dM
w(d)=v

where w(d) and u(d) denote the number of distinct prime factors and the

Mobius function of d, respectively.

Let X be the set of characters x of A(FF;) of order dividing d; that is,
such that y* = xo, where g is the principal character. By the orthogonality
property of characters,

% x(P) =

1 {1, if P =dQ for some Q € A(F,),
XEXg

0, otherwise.
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we write

1
Loa= % Z Z x(P).

XEXg PECH(Fq)

Separating the contribution of the principal character, we derive

1 1
I < — .
XEXg |PECy(Fy)
X#X0

To apply Theorem [I]to the character sums in () we need to find a such
that the polynomials hy, ..., h, given by (2)) are pairwise relatively prime. If
Bj,J = 1,2, 3 are the roots of 22 4+ ax® 4 bx + ¢, this leads us to the condition

on « that
oW —a#p? g, 1<i<n, jk=123,

(recall that o) = 9" = a).

Recall that Fy(9) = Fyn, implies that 9@ — 9 # 0 for 1 < i < n.
Consider a = 7 with r € Fj. Then D —a =r@0® —9). If #R > 9n, by

inspection of 9n 4 1 values of 7 € R we can find at least one with

P (B9 = B)/0D =), 1<i<n, jk=123.

With this 7, for a = r we apply Theorem [Il and derive from ()

1

Log— ——
4R,

#C,(F,)| < n2"q"/2.

Hence, after the substitution of the above inequality in (3]), we obtain

N: > #C’a(Fq)<1 +> ) M) + O(w(M)?FF1n2ngl/2),

Finally, we rewrite this as

N > #Co(Fy)p + O(A#C(F,) + w(M)*+1n2ngt/2), (5)
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where
p = Z 1(d)
#Xy
and

oy M
v>2k+2 d|M # X
w(d)=v

Using the same inclusion-exclusion principle, to count the number N* of

points of order M on the whole curve E(Fy»), we derive
N* = p#E(Fn).

Now it follows that
e(M)
M )
with equality unless L = M, where p(M) is the Euler function.

p>

(6)

We now concentrate on A. Since, for d | M, we have #X; > d, we derive

A Y Y G Y oy

v>2k+2 dM v>2k
w(d)=v
where
1
o(M)= ) 7
oM
¢ prime
We now assume that
k> eo(M). (7)

Then, by the well-known inequality
vt = (v/e)”,

we have

> %J(M)”S > (eU(VM))Vg > 2 =27

v>2k4+2 v>2k+2 v>2k+2
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Recalling (Bl) and (@) we now infer

(M)

N} > #Co(Fy) Y

+ O(#C(F)27 % 4 w(M)H+1pangl/2),
It follows easily from the Prime Number Theorem that

o(M) <logloglog M + O(1).

We now set
k= b/loglogM—i—C’J ,

where the constant C' is chosen to satisfy (7). It is also obvious that that
w(M) = O(log M). Thus with the above choice of parameters we have

w(M)2k+1 — qo(l)

as ¢ — 0o, which yields

M
Ni > #Caﬂm% +O(e7 VBB MU O (Fy) +n2ng! 2 ToW). (8)

As we have seen in the proof of Theorem [ C, is an absolutely irre-
ducible curve of genus O(n2"). So, from the Weil bound we derive

#Co(Fy) = g + O(n2"¢"/?).

Using this bound together the well-known estimate of the Euler function

M
—— < loglog M (9)
p(M)
as M — oo, see [14, Theorem 328], we now conclude from () that N > 0
under the conditions of the theorem. O

In particular, we see that if r = p* for a prime p > 3 and the integer
k — oo then for an elliptic curve E over F,., in polynomial time, one can find
a set of r°(1) points P € E(F,) such that at least one of them is of maximum
order, provided that k£ contains a divisor n in an appropriate range.

We now show that in fact a similar set can be constructed over any finite
field of small characteristic. First we need the following auxiliary statement.
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Lemma 1. The trace map Trg , /g, A(F ) — A(F,) sending a point to the
q
sum of its F /Fq-conjugates, is surjective.

Proof. Consider first the map A(F ) — A(F ) given by P — Fr(P) — P,
where Fr is the F,-Frobenius and let G' denote its image. Since the kernel of
this map is visibly A(F;), we have #G = #A(F ) /#A(F,). We abbreviate
Tr = TrFqk /F, and note that Tr = Zf;ol Fr/.

We now show that G is the kernel of Tr and cardinality considerations
then implies the result. It is clear that G is contained in the kernel of Tr.
Let now P € A(F), Tr(P) = O. By a result of Lang [18], there exists
Q € A(F,), where F, is the algebraic closure of F,, with Fr(Q) — Q = P.
Now

O = Tr(P) = T(FH(Q) - Q) = Fr*(Q) - @,
therefore Q € A(F ) and P € G. O

V2

Theorem 4. For any fized € > 0 and sufficiently large prime power r = p
where p is prime and n > 1 is an integer for an elliptic curve E over F,., in
time O(p2+9"), one can compute a set of O(p23+9") points Q € E(F,)
such that at least one of them is of maximum order.

Proof. Fix some small € > 0 and choose m as the smallest positive integer
satisfying the inequality

1
< — .
n < <2log2 5/2)mlogp (10)

We see from the definition of m that

1
<2log2 —€/2>(m— 1)logp < n.

Thus
pm—l < 22n/(1—elog2) < 2(2+€)n7 (11)

provided that e is sufficiently small. We now put ¢ = p™, and construct an
irreducible polynomial of degree n over F, (which can be done determinis-
tically in time p'/2(mn)OM) = pl/2p0M) see [24]). Thus for any root 9 of
the polynomial we have Fy() = Fyn = Fymn. We can consider the abelian
variety A = RFqn JF, (E) as before. However, we note that, since F is defined
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over F,., we have that A is defined over F,, and that it is independent of way
the field extension Fyn/IF, is represented. We also consider, as before, the
curve Uy, defined over [y, for a suitable choice of « as afforded by Theorem
Bl Unlike A, C,, does not necessarily descend to IF,,, but we only consider it
over F,. We now examine the set of points

ro = {Tr]Fq/]Fp P : Pe Ca(]Fq)}

where Trg,_/r, is the Fy/F)-trace as in Lemma[Il

Clearly Q, C A(F,) ~ E(F,). Furthermore, recalling (I1), we derive

#0Q, < q < p™ < p2@tem,

We also remark that finding points on an elliptic curve with a given
x-coordinate involves taking square roots. Using an algorithm of [26] one
can find a quadratic nonresidue of Fyn = Fjmn in time

p'/?(mnlogp)°M) = p'/2(nlog p)°)

(as the set of |26] contains a primitive root it also contains a quadratic
nonresidue and that property can be tested in polynomial time). After this,
using the Tonelli-Shanks algorithm (see |3, Sections 7.1 and 7.2]) one can
extract square roots in polynomial time.

So it remains to show that Q, contains a point of maximum order.
First we notice that the exponent M of E(F,) is a divisor of the exponent
of E(Fqn) = E(FTM)

Furthermore, in the notation of the proof of Theorem Bl for any non-
trivial character x of A(FF;) we have

> X(TrP) < n2"¢'/?. (12)
PeCq(Fq)

Indeed we only need to notice that P +— x(Tr P) is a non-trivial character
of A(F,). and this follows from Lemma [l

Using the bound (I2)) in the same way as Theorem [l is used in the proof
of Theorem [3] (and noting that (I0) is essentially equivalent to the condition
of Theorem [3]) we conclude the proof, provided that r is large enough. O
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4. Comments

We note that the result of Theorem Ml in wide range of p and n gives
a much faster deterministic algorithm and a much smaller set containing a
point of maximum order on E(F,) than that of [17].

On the other hand, it has an exponential dependence on n, while its
finite field analogues [24, 25, 126] depend on n polynomially. The reason is
the exponential factor 2" in the bound of Theorem [ which in turn comes
from the evaluation of the genus of C, and seems to be unavoidable.

On the other hand, one can try to get an analogue of Theorem [I] for
incomplete sums (in the style of [22]) and then reduce the dependence on p
in Theorem @ from linear to p'/? (as it is done in [26, Theorem 8] in the case
of primitive roots of finite fields).

Finally, we notice that actually identifying a point of maximum order in
any set requires computing and factoring the cardinality of FE(F,), we refer
to |1] and [6] for a description of the state-of-art in both areas.
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